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I. 

Information Resources.  
 
Acceptable Risk - The level of Residual Risk that has been determined to be a reasonable level of 
potential loss/disruption for a specific information system. 
 
Access Control - The process of granting or denying specific requests to: 

• Obtain and use information and related information processing services. 
• Enter specific physical facilities (e.g., data centers, physical plant, mechanical rooms, 

Network closets, secured buildings, and research laboratories). 
 
Acquisition - Includes all stages of the process of acquiring products or services, beginning with 
the process for determining the need for the product or service and ending with contract completion 
and closeout. 
 
Administrative Privileges - Rights granted to a Privileged User. 
 
Adverse Events - Events with negative consequences. (E.g., System crashes. Packet floods. 
Unauthorized use of system privileges. Unauthorized access to sensitive data. An execution of 
malware that destroys data). 
 
Affiliated User - See Organizational User. 
 
Attribute - A claim of a named quality or characteristic inherent in or ascribed to someone or 
something. 
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Audit - Independent review and examination of records and activities to assess the adequacy of 
system controls, to ensure compliance with established policies and operational Procedures. 
 
Audit Log / Audit Records - A chronological record of Information System activities, including 
records of system Accesses and operations performed in a given period. 
 
Auditable Event - Events that are significant and relevant to the security of Information Systems 
and the environments in which those systems operate in order to meet specific and ongoing Audit 
needs. Audit events can include, for example, Password changes, failed log-on, or failed accesses 
related to Information Systems, Administrative Privilege usage, or third-party credential usage. 
 
Authentication - Verifying the Identity of a User, process, or Device, often as a prerequisite to 
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Cloud Service / Cloud Computing Service - A model for enabling ubiquitous, convenient, on-
demand network access to a shared pool of configurable computing resources (e.g., networks, 
servers, storage, applications, and services) that can be rapidly provisioned and released with 
minimal 
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Decryption - The process of changing ciphertext into plaintext using a Cryptographic algorithm and 
key. 

 
Device - Any hardware component involved with the processing, storage, or forwarding of 
information making use of the institutional information technology infrastructure or attached to the 
Institutional Network. These Devices include but are not limited to, laptop computers, desktop 
computers, Servers, and Network Devices such as routers, switches, wireless access points, and 
printers. 

 
Device Administrator - An individual with principal responsibility for the installation, configuration, 
registration, security, and ongoing maintenance of a Network-connected Device. 
 
Device Owner - The department head charged with overall responsibility for the Networking 
component in the institution’s inventory records. The Device Owner must designate an individual to 
serve as the primary Device Administrator and may designate a backup Device Administrator. All 
Network Infrastructure Devices, (e.g., Network cabling, routers, switches, wireless access points, 
and in general, any non-endpoint Device) shall be centrally owned and administered. 

 
Digital Signature - The result of a Cryptographic transformation of Data which, when properly 
implemented, provides the services of:  

• Origin Authentication 
• Data Integrity 
• Signer non-repudiation. 

 
DIR CC – The security control catalog (CC) authored by the Texas Department of Information 
Resources (DIR) which provides state agencies and higher education institutions specific guidance 
for implementing security controls in a format that easily aligns with the National Institute of 
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Federal Information Processing Standards (FIPS) - A Standard for adoption and use by federal 
departments and agencies that has been developed within the Information Technology Laboratory 
and published by the National Institute of Standards and Technology, a part of the U.S. Department 
of Commerce. A FIPS covers some topics in information technology in order to achieve a common 
level of quality or some level of interoperability. 
 
Firewall - An inter-Network connection Device that restricts Data communication traffic between 
two connected Networks. A Firewall may be either an application installed on a general-purpose 
computer or a dedicated platform (appliance), which forwards or rejects/drops packets on a 
Network. Typically, Firewalls are used to define zone borders. Firewalls generally have rules 
restricting which ports are open. 
 
Firmware - Computer programs and Data stored in hardware - typically in read-only memory 
(ROM) or programmable read-only memory (PROM) - such that the programs and Data cannot be 
dynamically written or modified during execution of the programs. 
 
Guideline - 
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Information Management and Decision Support (IMDS) - Division with primary responsibility for 
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Mission Critical - Information Resources defined by the owner or by the institution to be crucial to 
the continued performance of the mission. Unavailability of such Information Resources would 
result in more than an inconvenience. An event causing the unavailability of Mission Critical 
Information Resources would result in consequences such as significant financial loss, institutional 
embarrassment, failure to comply with regulations or legal obligations. 
 
Mitigate – See Risk Mitigation. 
 
Mobile Devices – A portable computing device that: 

• has a small form factor such that it can easily be carried by a single individual. 
• is designed to operate without a physical connection (e.g., wirelessly transmit or 

receive information). 
• possesses local, non-removable data storage 
• is powered-on for extended periods of time with a self-contained power source. 

Mobile devices may also include voice communication capabilities, onboard sensors that allow the 
device to capture (e.g., photograph, video, record, or determine location) information, and/or built-in 
features for synchronizing local data with remote locations. Examples include smartphones, tablets, 
and E-readers. Note: If the device only has storage capability and is not capable of processing or 
transmitting/receiving information, then it is considered a portable storage device, not a mobile 
device. 
 
Modern Enterprise Security Standards (wireless) - Wireless transport layer security methods 
and enterprise-level authentication methods that utilize an Identifier for each individual connecting 
to the network, such as a username and password or user security certificates, such as 802.1x 
PEAP and 802.1x EAP-TLS. 
 
Network - Information System(s) implemented with a collection of interconnected components. 
Such components may include routers, hubs, cabling, telecommunications controllers, key 
distribution centers, and technical control Devices. 
 
Network Address - A unique number associated with a Device’s Network connection used for the 
routing of traffic across the Internet or another Network. Also known as Internet Protocol Address 
or IP Address. 
 
Network Infrastructure - The hardware and software resources of an entire Network that enable 
Network connectivity, communication, operations, and management of an enterprise Network. It 
provides the communication path and services between Users, processes, applications, services, 
and External Networks/the Internet.  These include but are not limited to cabling, routers, switches, 
hubs, Firewall appliances, wireless access points, virtual private network (VPN) Servers, network 
address translators (NAT), proxy Servers, and dial-up Servers. 
 
NIST - National Institute of Standards and Technology. 
 
Node - A Device or object connected to a Network. 
 
Non-organizational User - A User who is not an institutional User (including public Users). 
 
Non-local Maintenance – Maintenance activities conducted by individuals communicating through 
a network; either an external network (e.g., the Internet) or an internal network. 
 
Non-portable System Media – An information system component that cannot be inserted into or 
removed from a system, and that is used to store data or information (e.g., text, video, audio, 
and/or image data). 
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Organizational Identifier - An identifier formatted following special conventions to support 
uniqueness within an organization that is issued by the organization. For example, Lamar 
Electronic Account (LEA), Lamar Email, Lamar ID. 
 
Organizational Users - An institutional User that the institution deems to have an affiliation 
including, for example, faculty, staff, student, contractor, guest researcher, or individual detailed 
from another organization. 
 
Password - A type of Authenticator comprised of a string of characters (letters, numbers, and other 

 -  
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Public Key - A cryptographic key used with a cryptographic algorithm that is uniquely associated 
with an entity and that may be made public. 
 
Public Key Certificate - A digital representation of information which at least: 

• Identifies the Certification Authority issuing it. 
• Names or identifies its subscriber. 
• Contains the subscriber's Public Key 
• Identifies its operational period 
• Is digitally signed by the Certification Authority issuing it. 

 
Reconstitution - Returning Information Systems to fully operational state. 
 
Recovery Point Objective (RPO) - The point in time to which Data must be recovered after an 
outage. 
 
Recovery Time Objective (RTO) - The overall length of time an Information System’s components 
can be in the recovery phase before negatively impacting the institution’s mission or 
mission/business processes. 
 
Remediate – The act of mitigating a Vulnerability or a Threat. 
 
Remote Access - Access to an institutional Information System by a User (or an Information 
System) communicating through an External Network (e.g., the Internet). 
 
Research Project - Systematic investigation into and study of materials and sources to establish 
facts and reach new solutions which could result in the creation of an information resource project. 
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Role-
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